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ʆʩʦʙʝʥʥʦʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ʢʨʠʪʠʯʥʳʭ ʠʥʬʨʘʩʪʨʫʢʪʫʨ ɸʉʋ ʊʇ

ʆʣʝʛ ɸʥʪʦʥʦʚ
ʈʫʢʦʚʦʜʠʪʝʣʴ ʥʘʧʨʘʣʝʥʠʷʧʨʦʜʘʞ ʚ ʋʨʌʆ

2-ʷ ʄʝʞʜʫʥʘʨʦʜʥʘʷ ʢʦʥʬʝʨʝʥʮʠʷ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʩ ʫʯʘʩʪʠʝʤ ʩʪʨʘʥ ɹʈʀʂʉ, ʐʆʉ, ʆɼʂɹ çʀʥʬʦʬʦʨʫʤ-ʖʛʨʘè

ʍʘʥʪʳ-ʄʘʥʩʠʡʩʢ, 6 ʠʶʥʷ 2018 ʛ.



ɸʉʋ ʊʇ ʠ ʂʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ

Åʀʩʪʦʨʠʷ ɸʉʋ ʊʇ ðʙʦʣʝʝ 50-ʪʠ ʣʝʪ

Åʀʩʪʦʨʠʷ ʀɹ ɸʉʋ ʊʇ ðʤʝʥʝʝ10-ʪʠ ʣʝʪ

ʆʩʥʦʚʥʦʡ ʫʧʦʨ ʧʨʠ ʨʘʟʨʘʙʦʪʢʝ ʠ ʵʢʩʧʣʫʘʪʘʮʠʠ 

ʩʠʩʪʝʤ ɸʉʋ ʊʇ ʠʩʪʦʨʠʯʝʩʢʠ ʜʝʣʘʣʩʷ ʥʘ 

ʬʫʥʢʮʠʦʥʘʣʴʥʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴʠ ʥʘʜʝʞʥʦʩʪʴ 

ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʛʦ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʦʛʦ ʮʠʢʣʘ. 

ʇʦʚʩʝʤʝʩʪʥʦʝ ʧʨʠʤʝʥʝʥʠʝ ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ ʩʝʪʝʡ 

ʥʘ ʙʘʟʝ Ethernet/IP ʠ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʚ ʠʥʪʝʛʨʘʮʠʠc 

ʢʦʨʧʦʨʘʪʠʚʥʳʤʠ ʩʠʩʪʝʤʘʤʠ ʜʦʙʘʚʠʣʠ ʘʙʩʦʣʶʪʥʦ 

ʥʦʚʳʝ ʨʠʩʢʠ ʠ ʫʷʟʚʠʤʦʩʪʠ



ʀɹ ɸʉʋ ʊʇ ʚ ʪʝʦʨʠʷʭ, ʢʦʪʦʨʳʝ ʧʨʠʭʦʜʠʪʩʷ ʧʨʦʚʝʨʷʪʴé

çéʄʳ ʥʠʢʦʤʫ ʥʝ ʥʫʞʥʳ ʠ ʥʝʠʥʪʝʨʝʩʥʳéè

çéʋ ʥʘʩ ʚʩʝ ʥʘ çʘʥʘʣʦʛʝèéè

çéʋ ʤʝʥʷ ʚʦʟʜʫʰʥʳʡ ʟʘʟʦʨ!è

çéʋ ʥʘʩ Secure by Design!è



ʀɹ ɸʉʋ ʊʇ ʥʘ ʧʨʘʢʪʠʢʝ
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ʆʙʱʝʝ ʢʦʣʠʯʝʩʪʚʦ 
ʫʷʟʚʠʤʦʩʪʝʡ, ʦʙʥʘʨʫʞʝʥʥʳʭ ʚ 

ʢʦʤʧʦʥʝʥʪʘʭ ɸʉʋ ʊʇ

ʉʐɸ ï64 287 ʜʦʩʪʫʧʥʳʭ ʠʟ ʀʥʪʝʨʥʝʪ ʢʦʤʧʦʥʝʥʪ;

ɻʝʨʤʘʥʠʷ ï13 2421;

ʌʨʘʥʮʠʷ ï7 759;

ʂʘʥʘʜʘ ï7 371;

ʈʦʩʩʠʷ ïʧʦʜʥʷʣʘʩʴ ʥʘ 3 ʧʦʟ., 28 ʤʝʩʪʦ.

- ʚ 2016 ʛ. -591 ʜʦʩʪʫʧʥʳʡ ʠʟ ʀʥʪʝʨʥʝʪ ʢʦʤʧʦʥʝʥʪ;

- ʚ 2017 ʛ. ï892 ʢʦʤʧʦʥʝʥʪʘ.



ʀ ʜʘʞʝ ʜʝʪʠé

ʅʝʢʦʪʦʨʳʝ ʠʪʦʛʠ Positive Hack Days 8

ʂʦʥʢʫʨʩ çʇʨʦʪʠʚʦʩʪʦʷʥʠʝè

- ɺʟʣʦʤʘʥʳ ʦʙʲʝʢʪʳ ʛʦʨʦʜʩʢʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ: 

ʘʪʘʢʫʶʱʠʝ ʥʘʰʣʠ ʫʷʟʚʠʤʦʩʪʠ ʚ ʚʠʜʝʦʢʘʤʝʨʘʭ 

ʠ ʧʨʦʠʟʚʝʣʠ ʘʪʘʢʫ çʦʪʢʘʟ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠè;

- ʇʝʨʝʭʚʘʪ ʫʧʨʘʚʣʝʥʠʷ ʩʠʩʪʝʤʘʤʠ ʦʪʦʧʣʝʥʠʷ;

- ʈʘʟʣʠʚ ʥʝʬʪʠ ʅʇɿ (ʦʨʛʘʥʠʟʘʮʠʷ ʧʝʪʣʠ ʚ ʃɺʉ ʠ 

ʧʦʪʝʨʷ ʩʚʷʟʠ ʩ PLC ʠ SCADA ʦʜʥʦʚʨʝʤʝʥʥʦ);

- ɹʣʵʢʘʫʪʚ ʛʦʨʦʜʝ;

- ʇʝʨʝʭʚʘʪ ʫʧʨʘʚʣʝʥʠʷ ʣʦʢʦʤʦʪʠʚʦʤ

ʠ ʵʪʦ ʪʦʣʴʢʦ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʩʝʛʤʝʥʪé.

MeterH3cker
1 ʤʝʩʪʦ ïɸʣʝʢʩʝʡ ʂʫʟʥʝʮʦʚ

2 ʤʝʩʪʦ ïʉʘʪʦʨʫʊʘʢeʢʦʰʠ 

3 ʤʝʩʪʦ ïʅʠʢʠʪʘ ʉʪʫʧʠʥ

4-ʝ ʤʝʩʪʦ ïʩʧʝʮʠʘʣʴʥʳʡ ʧʨʠʟ: ʖʨʠʡ ɻʨʠʰʠʥ (12 ʣʝʪ)



ʊʠʧʠʯʥʳʝ ʚʝʢʪʦʨʳʧʨʦʥʠʢʥʦʚʝʥʠʷ

OPC-ʠ ʩʝʨʚʝʨʳ 
MES-

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, 1
7%

ʊʝʨʤʠʥʘʣʳ 
ʫʜʘʣʝʥʥʦʛʦ 
ʜʦʩʪʫʧʘ ʚ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʡ 
ʩʝʪʠ, 5%

ʈʘʙʦʯʠʝ ʩʪʘʥʮʠʠ 
ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʳʭ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ, 22

%

ɹʝʩʧʨʦʚʦʜʥʳʝ 
ʩʝʪʠ, 11%

ʇʦʜʢʣʶʯʝʥʠʝ ʚʥʝ 
ʧʨʝʜʝʣʦʚ 

ʢʦʥʪʨʦʣʠʨʫʝʤʦʡ 
ʟʦʥʳ, 17%

ʇʦʜʢʣʶʯʝʥʠʝ 
ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʡ 

ʩʝʪʠ ʢ 
ʀʥʪʝʨʥʝʪ, 8%

ʆʰʠʙʢʠ 
ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ 

ʩʝʪʝʚʳʭ 
ʫʩʪʨʦʡʩʪʚ, 14%

ɼʨʫʛʠʝ, 6%

ɸʥʘʣʠʪʠʯʝʩʢʠ ʦʪʯʝʪ Positive Technologies çɺʝʢʪʦʨʳ ʘʪʘʢ ʥʘ ʧʨʦʤʳʰʣʝʥʥʳʝ ʧʨʝʜʧʨʠʷʪʠʷè-https://www.ptsecurity.com/ru-ru/premium/ics-attacks/?utm_source=site&utm_medium=slider



ʊʠʧʠʯʥʳʝ ʚʝʢʪʦʨʳ ʧʨʦʥʠʢʥʦʚʝʥʠʷ

Åʉʣʦʞʥʦʩʪʠ 

ʦʨʛʘʥʠʟʘʮʠʦʥʥʦʛʦ 

ʧʣʘʥʠʨʦʚʘʥʠʷ

Åʇʦʜʨʘʟʜʝʣʝʥʠʷ ʀʊ, ʀɹ 

ʠ ɸʉʋ ʊʇ ʥʝ ʚ 

ʩʦʩʪʦʷʥʠʠ ʧʦʜʝʣʠʪʴ 

ʦʙʷʟʘʥʥʦʩʪʠ ʠ ʟʦʥʳ 

ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ

Åʇʦʯʝʤʫ ʵʪʦ ʧʨʦʠʩʭʦʜʠʪ ʚ ʨʝʘʣʴʥʦʡ ʞʠʟʥʠ

Åʅʝʜʦʩʪʘʪʦʢ 

ʢʦʥʪʨʦʣʷ ʟʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ

Åʅʝʘʚʪʦʨʠʟʦʚʘʥʥʦʝ 

ʠʟʤʝʥʝʥʠʝ 

ʧʘʨʘʤʝʪʨʦʚ ʨʘʙʦʪʳ 

ʩʠʩʪʝʤʳ ʠ 

ʧʨʠʯʠʥʝʥʠʝ ʫʙʳʪʢʦʚ

Åʅʝʜʦʩʪʘʪʦʢ 

ʢʦʥʪʨʦʣʷ ʢʘʥʘʣʦʚ 

ʩʚʷʟʠ

Åʅʝʜʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʝ 

ʚʦʟʤʦʞʥʦʩʪʠ ʠ 

ʥʝʫʧʨʘʚʣʷʝʤʳʡ 

ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ ʢ 

ɸʉʋ ʊʇ

Åʂʦʥʚʝʨʛʝʥʮʠʷ 

ʩʠʩʪʝʤ ʀʊ ʠ 

ɸʉʋ ʊʇ

Åʆʪʩʫʪʩʪʚʠʝ 

ʩʝʛʤʝʥʪʘʮʠʠ, ʤʝʞʩ

ʝʪʝʚʦʡ 

ʬʠʣʴʪʨʘʮʠʠ, ʢʦʥʪʨ

ʦʣʷ ʪʨʘʬʠʢʘ



ʉʣʦʞʥʦʩʪʠ ʘʜʘʧʪʘʮʠʠ ʧʨʘʢʪʠʢ ʀɹ ʚ ɸʉʋ ʊʇ

ʊʝʭʥʦʣʦʛʠʯʝʩʢʘʷ ʩʝʪʴ ïɻ ʪʦ ʪʝ ʞʝ 

ʩʘʤʳʝ Ethernet + Windows, ʪʘʢ ʠʣʠ 

ʠʥʘʯʝé

ʅʦ ʢʣʘʩʩʠʯʝʩʢʠʝ ʩʨʝʜʩʪʚʘ 

ʟʘʱʠʪʳ ʧʨʠʤʝʥʠʤʳ ʩ ʙʦʣʴʰʠʤʠ 

ʦʛʦʚʦʨʢʘʤʠ:

Åʂʦʥʬʣʠʢʪʳ ʧʨʠʢʣʘʜʥʦʛʦ ʇʆ ʠ ʉʨɿʀ

Åʃʦʞʥʳʝ ʩʨʘʙʘʪʳʚʘʥʠʷ

Åʉʣʦʞʥʦʩʪʠ ʦʙʥʦʚʣʝʥʠʡ 

Åʇʘʪʯʝʡʧʨʦʩʪʦ ʤʦʞʝʪ ʠ ʥʝ ʙʳʪʴ



ʏʪʦ ʪʘʢʦʝ ʠʥʮʠʜʝʥʪ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ɸʉʋ ʊʇ ?

çɸʩʫʰʥʠʢʠè - ʠʥʮʠʜʝʥʪ ʵʪʦ ʥʘʨʫʰʝʥʠʝ 
ʨʝʞʠʤʦʚ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʩʠʩʪʝʤʳ ʠʣʠ 

ʥʘʨʫʰʝʥʠʝ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʧʨʦʮʝʩʩʘ

çɹʝʟʦʧʘʩʥʠʢʠè- ʠʥʮʠʜʝʥʪ ʵʪʦ ʥʘʨʫʰʝʥʠʝ 
ʩʚʦʡʩʪʚ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʠʥʬʦʨʤʘʮʠʠ, ʦʙʨʘʙʘʪʳʚʘʝʤʦʡ ʚ 

ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʡ ʩʠʩʪʝʤʝ



ʅʝʤʥʦʛʦ ʦ ʪʨʝʙʦʚʘʥʠʷʭ ʨʝʛʫʣʷʪʦʨʘ

˻͋Ύ͊ͤͤͦͫͭ͘Έ ͙ͤͺ͙͍͙ͦͪͣͪͦ͊ͤΎ 
ͦ ͦͣͨ͟ΈΌ͔ͭͪͤ·ͻ ͙ͤͼ͙͔͒ͤͭ͊ͻ ςͫ ͭΦфΣ ͨΦнΣ ͨͨΦм ̅ -˭187: 
ζ˿ͯ͋Ά͔ͭ͟· ͙͙ͪͭ͟;͔͚ͫͦ͟ ͙ͤͺͦͪͣ͊ͼ͙͚ͦͤͤͦ ͙ͤͺͪ͊ͫͭͪͯͭͯͪ͟· ͦ͋Ύ͊ͤ͘·Υ
мύ ͔͔͙͔ͤ͊ͣ͒ͭ͘͡͡Έͤͦ ͙ͤͺ͙͍ͦͪͣͪͦ͊ͭΈ ͦ ͦͣͨ͟ΈΌ͔ͭͪͤ·ͻ ͙ͤͼ͙͔͒ͤͭ͊ͻ Χη 
˥ͦͫ˿˻˽˴ˢ



ɸʨʭʠʪʝʢʪʫʨʘ ɻʦʩʉʆʇʂɸ. ʂʨʫʧʥʳʝ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ 

SIEM ïʦʩʥʦʚʥʦʡ 
ʠʩʪʦʯʥʠʢ ʜʘʥʥʳʭ ʦʙ 

ʠʥʮʠʜʝʥʪʘʭ ʜʣʷ 

ɻʦʩʉʆʇʂɸ

ʆʩʥʦʚʥʳʝ ʪʨʫʜʥʦʩʪʠ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ 

ʪʨʝʙʦʚʘʥʠʡ 187-ʌɿ ʚ ʯʘʩʪʠ ʫʧʨʘʚʣʝʥʠʷ 

ʠʥʮʠʜʝʥʪʘʤʠ ʜʣʷ ʦʙʲʝʢʪʦʚ ʂʀʀ ʩ ɸʉʋ ʊʇ:

Å SIEM-ʩʠʩʪʝʤʘ ʤʦʞʝʪ ʦʪʩʫʪʩʪʚʦʚʘʪʴ 

ʥʘ ʧʨʝʜʧʨʠʷʪʠʠ. ɺʥʝʜʨʝʥʠʝ SIEM ʜʦʣʛʠʡ 

ʠ ʩʣʦʞʥʳʡ ʧʨʦʮʝʩʩ

.

Åɼʣʷ SIEM-ʩʠʩʪʝʤʳ ʚʩʸ ʨʘʚʥʦ ʥʝʦʙʭʦʜʠʤ 

ʠʩʪʦʯʥʠʢ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʡ ʧʨʝʜʦʩʪʘʚʣʷʝʪ 

ʨʝʣʝʚʘʥʪʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʩʝʛʤʝʥʪʘ ɸʉʋ ʊʇ


