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Digital identity as a source of threat
and an attack target

A [ S digedss digital identity as a source of threat and an attack target. Our own
human processor, a Giidagnon's brain, was first released over 40,000 years
ago, and by the looks of it, it was a beta version. The spectrum of main
vulnerabilities (laziness, greed, envy, anger, pride) iskmelvn and is used to
harm us, but no upgrades are expected. Moreover, the digital world has added
significantly to the attackers' toolkit. First, humans are the main source of
Information leaks and errors in management of computer systems. Second, our
"digital footprint” is a treasure chest not only for computer forensics specialists,
but also for all kinds of criminals. And, most importantly, our digital identity as ar
attack target allows to go beyond just using past mistakes, enabling the ability tc
create our psychological profile, predict our requirements, needs, and actions,
and manipulate whole social groups. The "engagement funnel” is already here t
stay.
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MOCKBa 24 Topoa Tpaucnopt O6uiectso Moii paiion Mockosckoe gonronetve

Hosoctu Wcropum ®otoranepeu Mporpammbl  CrielnpoexTsi Urpet  Tenenporpamma Mocksa oHnanH @67[2(‘1/

"YKueeM B cTpaxe". Kak oTHMMatoT
KBapTUPbI NO noaae/ibHbIM 3/IEKTPOHHbIM
noanucam

Mocksuy Muxaun besoycoB HeoXXudaHHO 0718 cebs y3Has, 4To KBapTupa Ha KyTy30BCKOM MPOCIIEKTE,
KOTOpPYH OH KynuJi okoso 10 neT Ha3ad, emy 60/blue He MpUHadnexuT. 06paTuBLLUCS B MONULUK, MYKYUHA
BbISCHUJI, YTO HECKOJIbKO MECALeB Ha3ad KTo-To 10d3esian ero a/1eKTPOHHYH Moornuch U npodasn
JKUNMowadk. PazbupaeMcs, KAKUM 06pasoM 3T0 CTAJI0 BOZMOXKHO U KK He CTATb XepTBoU MOLIEHHUKOB.

@oTo0: NpenocTaBNeHo repoeM CTaTbn
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