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Digital identity as a source of threat  
and an attack target 

Å[ŜǘΩǎ discuss digital identity as a source of threat and an attack target. Our own 
human processor, a Cro-Magnon's brain, was first released over 40,000 years 
ago, and by the looks of it, it was a beta version. The spectrum of main 
vulnerabilities (laziness, greed, envy, anger, pride) is well-known and is used to 
harm us, but no upgrades are expected. Moreover, the digital world has added 
significantly to the attackers' toolkit. First, humans are the main source of 
information leaks and errors in management of computer systems. Second, our 
"digital footprint" is a treasure chest not only for computer forensics specialists, 
but also for all kinds of criminals. And, most importantly, our digital identity as an 
attack target allows to go beyond just using past mistakes, enabling the ability to 
create our psychological profile, predict our requirements, needs, and actions, 
and manipulate whole social groups. The "engagement funnel" is already here to 
stay. 
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