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Outline

1. Information security in education
A Personal data security
A Intellectual property security
A educational information (libraries, databases, training programs, information
systems)

2. Regional and International Education and Research Networks
A National research and education network
A Regional research and education network
A Global research and education network

1. International cooperation and information security
A Network Access
A Services
A Security

Most popular international projects
A eduroam
A Federated Identity
A eduCERT
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1. Information security in education

A Personal data security
(User account, affiliation anekcX 0
In each higher education institutions and universities security is done by traditional
methods complying with own institutional security policy
(by using some access policies)

A Intellectual property security
(Research papers and etc..)
Every higher education institutions and universities are doing by themselves
(By using their home grown systems, by using some commercial software
or hosted solution)

A Educational information
(libraries, databases, training programs, information systems)
In each higher education institutions and universities security is done by traditional
methods complying with own institutional security policy
(by using some access policies)
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2. Regional and International Education and Research Networks

There are several different Networks with different purpose of use

R&E Network

INTERNET

Global ISPs Regional research

and education network

National National
research research
and and
education A education

network ] network
Nationa

research
and
education
network

Commercial None Commercial
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2. Regional and International Education and Research Networks

Regional research

National National
research research
and and
education A education

network ] network
National

research

and
education
network

Global research and education network

and education network and education network

Regional research

National National
research research
and and
education A education

network ] network
National

research
and
education
network
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2. Regional and International Education and Research Networks

National research and education network

A national research and education network (NREN}#eaialisednternet service

provider dedicated to supporting the needs of the research and education communities
within a country.

It is usually distinguished by support for a hggeed backbone network, often offering
dedicated channels for individual research projects.

In recent years NRENs have developed many ‘above the net' services.

National Identity federations, many of which are represented in REFEDSs,

are one example of such services

https://en.wikipedia.or@wiki/ National _research_and_education_network

Central Asia Russian Federation

KazRENAKazakhstan NREN RUNNet Russian University Network, Russian NREN
KRENAKyrgyzstan NREN

TARENA Tajikistan NREN

TURENATurkmenistan NREN

UZSCINETUzbekistan NREN
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2. Regional and International Education and Research Networks

Regional research and education network

Russian Federation
A RUNNet Russian University Network, Russian NREN

CAREN (Central Asian Research and Education Network)
KazRENAKazakhstan NREN

KRENAKYyrgyzstan NREN

TARENA Tajikistan NREN

TuRENATurkmenistan NREN

UZSCINETUzbekistan NREN

To Joo T To Do

EaPConnediEastern Partnership Connect project)
ASNE-AM - Armenian

AzRENAAzerbaijan

BASNET UNIBEL Belarus

GRENAGeorgian NREN

URAN- Ukrainian NREN

RENAM MoldovianNREN

o Joo T To o I

https://en.wikipedia.or@wiki/ National _research_and_education_network
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2. Regional and International Education and Research Networks

Global research and education network

D; 'b¢

D; ! b¢ A &Europ&as datalingfwork for the research and education community. It
interconnects national research and education networks (NRENS) across Europe, enabling
collaboration on projects ranging from biological science, to earth observation, to arts and
Odzf G dzZNBE® ¢ KS D; ! b ¢ -bdrd® $ightapa0isy S00A0VKE detwork K A 3 |
with a growing range of services. These allow researchers to collaborate, working together
wherever they are located. Services include identity and trust, rdolmain monitoring
perfSONARIDM, dynamic circuits and roaming via the eduroam service.

¢23SUKSNI 6A0K 9dzNRPLISIY bw9baz D;!b¢ O2yyS
Through links to research networks in other regions (such as InternetEanein the USA,
AfricaConnecin Africa, TEIN in AsRacific andRedCLARAY [ F GAY ! YSNR Ol 03
O2ftft 102N UA2Y 0SU6SSY NBaSI NOKSNARA Ay 23JSNJ
CoFdzy RSR 0@ GKS 9dzNRBLISIY [ 2YYAaaAzy | yR

9 d:
YR A& 2LISNIGSR 06é& GKS D;!b¢ ! 3320A1F0A2Yy @
partners: 38 European NRENs, &dRDUndtepresenting the five Nordic countries).

https://en.wikipedia.org s A 1 Ak D; ! b ¢
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2. Regional and International Education and Research Networks

Global research and education network

D: ! b¢ Df2okf fAY]a

lbe¢ fAYy1la G2 NBASINODK ySiGg2z2NjJa Ay 20§KSNJI

North America (InternetZESnetNLR, NISN and CANARIE)
Latin America

North Africa and the Middle East

South Africa/Kenya

The South Caucasus

Central Asia

Asia Pacific

To Io I To To Po Do T

https://en.wikipedia.org s A {1 AKkD; ! b ¢
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2. Regional and International Education and Research Networks

Global research and
education network

RUNNET GEANT CAREN

Reglona' National
research research
and education ¢ __ > Ut

network education
‘ National

network
research
National and
research education
and network

Regional
National research

research and education
and

education network

network ’
National ‘

research
and
education
network

National

research
and

education

education

network network
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