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Information security and international cooperation in education (eduroam, Federated Identity) 
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Outline  

1. Information security in education 
Å Personal data security 
Å Intellectual property security 
Å educational information (libraries, databases, training programs, information 

systems) 
 

2. Regional and International Education and Research Networks 
Å National research and education network 
Å Regional research and education network 
Å Global research and education network 

  
1. International cooperation and information security 

Å Network Access 
Å Services 
Å Security 

 
Most popular international projects 

Å eduroam 
Å Federated Identity 
Å eduCERT 

Information security in education 



/ƻǇȅǊƛƎƘǘ  ϭ нлмф !¦/! 5L¢ κ 5ƻŎ L5Υ t{лслммф κ !ŘŘǊŜǎǎΥ 7/6 Aaly Tokombaev Street, 720060, Bishkek, Kyrgyz Republic / Tel: +996 312 900275 / Web: http://it.auca.kg  

Information security in education 

1. Information security in education 

Å Personal data security 
(User account, affiliation and etcΧύ 
In each higher education institutions and universities security is done by traditional  
methods complying with own institutional security policy  
(by using some access policies) 
 

Å Intellectual property security 
(Research papers and etc..) 
Every higher education institutions and universities are doing by themselves 
(By using their home grown systems,  by using some commercial software  
or hosted solution)  

 
Å Educational information  

(libraries, databases, training programs, information systems)  
In each higher education institutions and universities security is done by traditional  
methods complying with own institutional security policy  
(by using some access policies) 
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Information security in education 

2.  Regional and International Education and Research Networks 

There are several different  Networks with different purpose of use 

National 
research 

and 
education 
network 
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Regional research  

and education network  
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Global ISPs 

INTERNET R&E Network 

Commercial None Commercial 
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2.  Regional and International Education and Research Networks 
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Information security in education 

2.  Regional and International Education and Research Networks 

National research and education network 
 
A national research and education network (NREN) is a specialised internet service  
provider dedicated to supporting the needs of the research and education communities  
within a country. 
It is usually distinguished by support for a high-speed backbone network, often offering 
dedicated channels for individual research projects. 
In recent years NRENs have developed many 'above the net' services.  
National Identity federations, many of which are represented in REFEDs,  
are one example of such services 
 
https://en.wikipedia.org/wiki/ National_research_and_education_network 

Central Asia 
KazRENA - Kazakhstan NREN 
KRENA - Kyrgyzstan NREN 
TARENA ς Tajikistan NREN 
TuRENA - Turkmenistan NREN 
UZSCINET - Uzbekistan NREN 

Russian Federation 
RUNNet - Russian University Network, Russian NREN 
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Information security in education 

2.  Regional and International Education and Research Networks 

Regional research and education network 
 
Russian Federation 
Å RUNNet - Russian University Network, Russian NREN 
 
CAREN (Central Asian Research and  Education Network) 
Å KazRENA - Kazakhstan NREN 
Å KRENA - Kyrgyzstan NREN 
Å TARENA ς Tajikistan NREN 
Å TuRENA - Turkmenistan NREN 
Å UZSCINET - Uzbekistan NREN 
 
EaPConnect (Eastern Partnership Connect project) 
Å ASNET-AM - Armenian 
Å AzRENA - Azerbaijan 
Å BASNET UNIBEL Belarus 
Å GRENA - Georgian NREN 
Å URAN - Ukrainian NREN 
Å RENAM - Moldovian NREN 

 
https://en.wikipedia.org/wiki/ National_research_and_education_network 
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Information security in education 

2.  Regional and International Education and Research Networks 

Global research and education network 
 
D;!b¢  
D;!b¢ ƛǎ ǘƘŜ Ǉŀƴ-European data network for the research and education community. It 
interconnects national research and education networks (NRENs) across Europe, enabling 
collaboration on projects ranging from biological science, to earth observation, to arts and 
ŎǳƭǘǳǊŜΦ ¢ƘŜ D;!b¢ ǇǊƻƧŜŎǘ ŎƻƳōƛƴŜǎ ŀ ƘƛƎƘ-bandwidth, high-capacity 50,000 km network 
with a growing range of services. These allow researchers to collaborate, working together 
wherever they are located. Services include identity and trust, multi-domain monitoring 
perfSONAR MDM, dynamic circuits and roaming via the eduroam service. 
 
¢ƻƎŜǘƘŜǊ ǿƛǘƘ 9ǳǊƻǇŜŀƴ bw9bǎΣ D;!b¢ ŎƻƴƴŜŎǘǎ рл Ƴƛƭƭƛƻƴ ǳǎŜǊǎ ƛƴ ƻǾŜǊ млΣллл ƛƴǎǘƛǘǳǘƛƻƴǎΦ 
Through links to research networks in other regions (such as Internet2 and ESnet in the USA, 
AfricaConnect in Africa, TEIN in Asia-Pacific and RedCLARA ƛƴ [ŀǘƛƴ !ƳŜǊƛŎŀύΣ D;!b¢ ŜƴŀōƭŜǎ 
ŎƻƭƭŀōƻǊŀǘƛƻƴ ōŜǘǿŜŜƴ ǊŜǎŜŀǊŎƘŜǊǎ ƛƴ ƻǾŜǊ ƘŀƭŦ ǘƘŜ ǿƻǊƭŘΩǎ ŎƻǳƴǘǊƛŜǎΦ 
 
Co-ŦǳƴŘŜŘ ōȅ ǘƘŜ 9ǳǊƻǇŜŀƴ /ƻƳƳƛǎǎƛƻƴ ŀƴŘ 9ǳǊƻǇŜΩǎ bw9bǎΣ ǘƘŜ D;!b¢ ƴŜǘǿƻǊƪ ǿŀǎ ōǳƛƭǘ 
ŀƴŘ ƛǎ ƻǇŜǊŀǘŜŘ ōȅ ǘƘŜ D;!b¢ !ǎǎƻŎƛŀǘƛƻƴΦ ¢ƘŜ D;!b¢ ǇǊƻƧŜŎǘ ƛǎ ŀ ŎƻƭƭŀōƻǊŀǘƛƻƴ ōŜǘǿŜŜƴ пм 
partners: 38 European NRENs, and NORDUnet(representing the five Nordic countries). 

 
https://en.wikipedia.orgκǿƛƪƛκD;!b¢ 
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Information security in education 

2.  Regional and International Education and Research Networks 

Global research and education network 
 
D;!b¢ Dƭƻōŀƭ ƭƛƴƪǎ 
 
D;!b¢ ƭƛƴƪǎ ǘƻ ǊŜǎŜŀǊŎƘ ƴŜǘǿƻǊƪǎ ƛƴ ƻǘƘŜǊ ǿƻǊƭŘ ǊŜƎƛƻƴǎΣ ƛƴŎƭǳŘƛƴƎΥ 
 
Å North America (Internet2, ESnet, NLR, NISN and CANARIE) 
Å Latin America 
Å North Africa and the Middle East 
Å South Africa/Kenya 
Å The South Caucasus 
Å Central Asia 
Å Asia Pacific 

 
 

https://en.wikipedia.orgκǿƛƪƛκD;!b¢ 
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2.  Regional and International Education and Research Networks 
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Information security in education 

2.  Regional and International Education and Research Networks 


